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Azure Local Features (GA)
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Azure Local Features (Preview)
Disconnected operations

Azure Local Azure Local
(connected) disconnected

Control plane

&> Cloud region

Workloads Workloads

Infrastructure o Infrastructure
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Azure Local Features (Preview)
Migrate from VMware to Azure Local

valid

Reduce your VMware costs and
footprint with full-stack alternative

No need to change/rewrite apps

Copy and convert VMware VMDK to
Azure Arc VM entirely on-premises

Guided workflow in Azure Migrate

03-12-2024

’a Azure Migrate
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Target
Appliance
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poience | I
appliance
Replicate on-prem

to on-prem
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VMware vSphere
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Azure Local Features (Preview)

Azure Local without Active Directory
Network segmentation

Trusted launch
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Azure Local pricing

Azure local

Azure Kubernetes Service (AKS)

enabled by Azure Arc

Windows Server subscription

(for guests)

valid

03-12-2024

Monthly service
fee

Monthly service
fee

€10 per physical
core/month

Included with Azure Local,
2402 release and later
€22,20 per physical
core/month

€ 0 per physical
core/month

Included with Azure Local
2402 release and later

€ 0 per physical
core/month
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Azure Local releases

Current download version 23H2

Other releases
= 2402

2405

2408

2411

What's new in Azure Local, version 23H2
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https://learn.microsoft.com/en-us/azure/azure-local/whats-new?tabs=2411releases
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Windows Server 2025

Windows Server 2025
= Active Directory

SQL Server 2025
System Center 2025

Val Id 03-12-2024

Complexities + opportunities

- e N M
73% 89% A I
hybrid cloud Of companies You are using and
using cloud are using experimenting with
multiple clouds Al /ML
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source: https://ignite.microsoft.com/en-US/home - BRK238
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https://ignite.microsoft.com/en-US/home

Windows Server 2025

=. | Learn  Discover ~ Product documentation ~ Development languages ~ Topics v~ a

Windows Server Get started  Failover clustering Management Identity and access Networking Troubleshooting  Related products ~

% Filter by title

> Get started with Windows Server
~ Qverview
~ What's new in Windows Server
Windows Server 2025
Windows Server 2022
Windows Server 2019
Windows Server 2016
Servicing channels comparison
Editions feature comparison
Locks and limits
Azure Edition
Windows Server Pay-as-you-go
Windows Server Annual Channel for
Containers
Hardware requirements
» Features removed or no longer
developed
Release information
Extended Security Updates
Upgrade Windows Server
» Concepts
» How-to guides

> Troubleshooting

" Download PDF

Hotpatch (Preview)

Hotpatch is now available to Azure Arc connected Windows Server 2025 machines when
enabled in the Azure Arc portal. Hotpatch allows you to apply OS security updates without
needing to restart your machine. To learn more, see Hotpatch.

@ Important

Azure Arc-enabled Hotpatch is currently in PREVIEW. See the Supplemental Terms of Use

for Microsoft Azure Previews & for legal terms that apply to Azure features that are in
beta, preview, or otherwise not yet released into general availability.

source: https://learn.microsoft.com/en-us/windows-server/get-started/whats-new-windows-server-2025
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Hotpatch — How it works

How it works

Monthly security patches Quality and Feature updates Reboots .NET updates not part
(no reboot) come quarterly (at baseline) at Baseline of Hotpatching

Windows Server 2022 (Azure only)

Windows Server 2025 (Cloud & Ground)

With Hotpatch Servicing

Patch without reboot

On-premise to Azure Update Manager with Azure Arc

D-Null patching

P i 2N
o —

source: https://ignite.microsoft.com/en-US/home - BRK238

Thrive
Val Id 03-12-2024 Tech

Trust



https://ignite.microsoft.com/en-US/home

Hotpatch — Azure VM

s e 151 o

Supported Windows Images (Hotpatchable)

> Expand table

Publisher OS Offer Sku

MicrosoftWindowsServer WindowsServer 2022-datacenter-azure-edition-core

Test in Azure

MicrosoftWindowsServer WindowsServer 2022-datacenter-azure-edition-core-

smalldisk

MicrosoftWindowsServer WindowsServer 2022-datacenter-azure-edition-hotpatch

Windows Server 2025 — Azure Edition

MicrosoftWindowsServer WindowsServer 2022-datacenter-azure-edition-hotpatch-

smalldisk

Region Availability

@ Important

Not all regions currently support Windows Server 2025 images. Regions
where support doesn't exist yet may return a HT TP 400 client error,
indicating an unsupported status. Instead, use another region that does

provide support, such as, UK South, East Asia, or West Central US.
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Hotpatch — Azure VM
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Azure Arc Setup Server Manager

g

Recommended
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Hotpatch — Azure VM

€ Settings

Windows Servere ®  win2025002 Windows Update > Advanced options

WP Local Account

Mcrosoft Windows Server Find a setting e
Version 2442 (05 Buld 26100,2240) : ‘ ‘
© Mirosoft Corporaion. Allrights reserved.

kM & .

The Windows Server 2025 Datacenter Azure Edition operating system and M System Get me up to date

its user interface are protected by trademark and other pending o DD Restart as soon & e (even d e hours) to f " fy me e before re: off @
existing ntelectual property rights.

b ! 8 Regity Editor =2

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControtSef\Control\DeviceGuard

This product & lcensed under the
Terms to:

v = Control Name Type Data
(T746DB0F-97ED-4E26-9543- 21 ab) (Default) REG_SZ (value not set)

ST AccessibilitySettings .
org name ACPl achedDrtmAuthindex REG_DWORD 000000000 (0)
Aopd REG_DWORD 0300000001 (1)
AppReadiness % RequireMicrosoftSignedBootChain REG_DWORD 000000001 (1)
\ppRea:
Arbiters

AutoAttachVirtualDisks
BackupRestore

BitlockerStatus
Bluetooth

a
Class
Classpnp
CloudDomainoin
CMF
CoDeviceinstaliers
COM Name Arbiter
CommonGlobUserSettings
Compatibility

ComputerName

Contentindex
CrashControl
Cryptography
DeviceClasses
DeviceContainerPropertyUpdateEvents
DeviceContainers
v DeviceGuard
Scenarios
DevicePanels
DevQuery
DrmaSecurity
EarlyLaunch
s
Emats
FeatureManagement
FileSystem
FileSystemUtiities
GraphicsDrivers
GroupOrderList

119 PM
A Mo Q) B
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Hotpatch — Azure Arc

Azure Windows Server 2025

Evaluate Azure Arc in Azure VM

Enable Azure Arc

Enable Hotpatch

Patch with Azure Update Manager
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Hotpatch — Azure Arc

&E @ E o2

Microsoft Windows [Version 10.0.26100.2314]

(c) Microsoft Corporation. All rights reserved.

[System.Environment]: :SetEnvironmentVariable("MSFT_ARC_TEST", true’, [Svstem.EnvironmentVariableTarget]::Machine)

Set-Service WindowsAzureGuestAgent -StartupType Disabled -Verbose

Stop-Service WindowsAzureGuestAgent -Force -

. |

et rev 1fule -lane BlockAzunel¥05 -DisplayName “Block access

Verbose
-,

Y
K

to dzure I

Recommended
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Hotpatch — Azure Arc

o
Settings
- Get Started with Azure Arc :
®  win2025001 Windows Update
@  ocl Account

"“:&w t PR m You're up to date _
K a N et e ot Check for updates
o Microsoft's best B System

Microsoft Windows [Version 18.8.261080.2314]
(c) Microsoft Corporation. All rights reserved.

Reg add "HKLM\SYSTEM\ControlSet8@1\ControliDev ' i : rity” /t REG_DWORD /d 1 /f

K Accessibility At
Next > Cancel % e >

P Privacy & security

999 Windows Insider Program

2 Administrator: Windows Pows X
© Windows Terminal can be set as the default terminal application in your settings. ;
& Give feedback

windows PowerShel

About Wi X
Copyright (C) M £t Corporation righ SR (O
st PowerShell for new features and improvements! https://aka.ms/PSWindows WindOWS Servere
PS winget
Windows Package Manager v1.6.10121
Copyright ( ! ft Corporation righ r 1 Microsoft Windows Server

Version 242 (05 Buld 26100.2314)
© Maosoft Corporation. Al rights reserved,

line utility enables installing applications other packages from the comma

The Windows Server 2025 Datacenter cperating system and is user
ce are protected by trademark and other pendng or existing
wing > otio ntellctual property rights n the Unted States and other

countries regions.

The following commands are available

install 1ls the given package
g g This product is icensed under the

show h information about a p oo

source ourc ag PRATSEN

search Finc ow b a arg name

list

upgrade

Valla 03-12-2024
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Hotpatch — Azure Update Manager

Capabilities Recommendations Tutorials

&

Resource type

Hotpatch (preview)

Enroll in Hotpatch to receive
menthly security updates without
reboots,

° Enabled

Monitoring insights
Enable additional monitoring
capabilities.

. Not configured

Security

Continuously monitor for potential
security vulnerabilities and
recommendations,

&

Updates
Customize updates for your Arc-
enabled server.

@ enable periodic assessment

Policies

View compliance by assigning guest
configuration policies ta your
machine.

. Not configured

Windows Admin Center (preview)
Manage your operating system from
anywhere — without needing a VPN
or other direct connection,

. Not configured

Periodic assessment (O

-@ Logs

EE  Enable additional monitoring

capabilities.

Change tracking and inventory

Enable consistent control and
compliance of this machine with
Change tracking and inventory.

. Not configured

a Azure Site Recovery configuration

(preview)

Replicate VMs to Azure to help keep
your apps running during planned
and unplanned outages.

. Not configured

Hotpatch (O Patch orchestration (O

Hotpatch (preview) X

@ This Hotpatch subscription has been cancelled. You will have access until the end of your
current billing period.

‘with a Hotpatch subscription, your organization can minimize downtime caused by security
updates thanks to smaller and faster installations, fewer reboots, and lowered workload CPU
utilization. You'll only be charged for months where reboots are skipped. Learn more &

Virtualization-based security

VBS is a prerequisite for using Hotpatch. Regardless of enroliment, hotpatches will only be
available if VBS is enabled.

VES Status @ on

Hotpatch

D | want to license this Windows Server to receive monthly hotpatches

Select and apply to all

e | | Select and apply to all

e | | Select and apply to all

Azure virtual machine |

Enable (current)

v | | Enable {current)

loyment (c

valid

03-12-2024
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